NudopManinoHHas TAMATKA 1JI51 00y4ar0IINXCH

C KaXXJIbIM I'OJ0OM MOJIOACKHU B MHTCPHCTC CTAHOBUTBLCSA 60JIBH_I€, a CTYACHTBI OJHU U3
CaMBIX aKTHUBHBIX IIOJb30BaTElICH PYHeTa. MG}KI[y TEM, IIOMHMO OI'POMHOI0 KOJHYECTBa
BOSMO)KHOCTGIZ, HHTCPHET HCCCT U HpO6HCMLI. OTa maMsaTKa JO0JI’)KHa ITOMOYb Tebe 0e30MmacHo
HaXoaAHuThCsA B CCTH.

Komnvromepnvie supycol

KommpioTepHslit  BUpyC — 3TO  pPa3HOBUJHOCTh  KOMIBIOTEPHBIX  MPOTPaMM,
OTJIMYUTEIPHONH OCOOCHHOCTBIO KOTOpPOW SIBIAETCS CIIOCOOHOCTh K pa3sMHOXKEHHIo. B
JIOTIONIHEHHWE K 3TOMY, BUPYChI MOTYT MOBPEAMTH WM MOJHOCTHIO YHHUUTOXXUTh Bce (ailiibl U
JIaHHbIE, MOJKOHTPOJBHBIE TOJIH30BATENI0, OT UMEHH KOTOPOro ObUIa 3amylleHa 3apakKEHHas
MporpaMma, a TaKKe MOBPEAUTh WM JIaXKe YHUUYTOXKHUTH ONEPAIMOHHYIO CHCTEMY CO BCEMH
¢aitiamu B ienoM. B G0JIBIIMHCTBE CilydaeB pacpOCTPaHIIOTCS BUPYCHI Yepe3 HHTEPHET.

MeTo/1bl 3a1IUThl OT BPEAOHOCHBIX IPOTpaMM:

1. HUcnone3yii coBpeMEHHbIE OMEPALMOHHBIE CHCTEMBI, UMEIOIINE CePhE3HBIM YPOBEHD
3aIUTHI OT BPEAOHOCHBIX ITPOTPAMM;

2. TloctosHHO ycTaHaBiMBail mauTH (UM(GPOBBIC 3aIJIATKH, KOTOpPbIE aBTOMATHYECKH
YCTAaHABJIMBAIOTCS C HENBI0 JOPa0OTKH MPOTpaMMBbI) U Jpyrue OOHOBIIEHUS CBOEH
oTepaloHHoM cucteMbl. CkaunMBail UX TONBKO ¢ OQHUIIMAILHOTO caifTa pa3padoTynka
OC. Ecnu cymniecTByeT pexnuM aBTOMAaTHIECKOTO OOHOBIICHUS, BKITFOUH €T0;

3. Pabotail Ha cBoeM KOMIBIOTEPE O] MpaBaMU IMOJIb30BATENS, & HE aAMUHUCTPATOpPA.
OTO He MO3BOJMUT OOJBIIMHCTBY BPEIOHOCHBIX MPOrpamMM HHCTAJIIMPOBATHCS Ha
TBOEM II€PCOHAIBHOM KOMIIBIOTEPE;

4. Vcnonb3yil aHTUBUPYCHBIE IPOIPAMMHBIE MTPOIYKTHI U3BECTHBIX NPOU3BOJIUTENEH, C

aBTOMATUYECKUM OOHOBIIEHHEM 0a3;

Orpaanyb GpU3HUECKUIl JOCTYN K KOMITBIOTEPY JJIsl IOCTOPOHHUX JIHII,

6. Vcnonb3yii BHEIIHUE HOCUTENH UH(DOpMAINK, Takue Kak ¢uienika, TucK uiu daii us
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UICTOYHHUKOB;

7. He oTkpsiBail KOMIbIOTEpHBIE (ailyibl, TOMy4YeHHbIE U3 HEHAAEKHBIX HMCTOYHUKOB.
Haxe Tte (aiinpl, KOTOpble MpHUCIad TBOM 3HAaKOMBIA. Jlywiie yTO4yHM y Hero,
OTHPABJISUI JIU OH TeOe uX.

o

Cemu WI-FI

Wi-Fi - 310 He B Tiepeiaun IaHHBIX, HE TEXHOJOTHS, a BCETo JIMIIbL OpeH, Mapka. Eme
B 1991 rony Hunmepnanackas kommanus 3apeructpuponana openn « WECAy», uto o6o3Hagano
cioBocouetanue «Wireless Fidelity», koTopblif mepeBoAUTCS Kak «OecrpoOBOAHAS TOYHOCTbY.

Jlo Hamero BpeMeHH jomnuia Apyras abOpeBuaTypa, KoTopas SBISETCS TaKOH ke
TexHoJioruei. 3to abbpeBuarypa «Wi-Fi». Takoe HazBaHHe OBLIO JTaHO ¢ HAMEKOM Ha CTaHAApT
BbICIINI 3ByKOoBoM TexHUKHU Hi-Fi, uTo B mepeBosie 03HaYaeT «BbICOKAs TOYHOCTD.

Ja, OecraTHbIi MHTEPHET-A0CTYI B Kade, OTeIsIX M a’poroprax SBISIETCS OTIMYHOM
BO3MOKHOCTBIO BbIX0J1a B MHTepHET. HO MHOIrHMe 3KCIepThl CUMTAIOT, YTO 00LIe10cTynHble Wi-

Fi cetu He aBnsroTCs O€30IIaCHBIMU.

CoeTbl 110 Oe30macHOCTH paboTe B 001IeA0CTYHBIX ceTsx Wi-fi:
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He nepenaBaii cBoto nuuHyto uHpopmanuio uepe3 odmenoctynusle Wi-Fi ceru.
PaGorasg B HHMX, *eJlaTe€IbHO HE BBOJUTH MApOJM JOCTYIA, JOTHMHBI U KaKue-TO
HOMeEpA;

Hcnonp3yit 1 0OOHOBIISIH aHTUBUPYCHBIC MPOTpaMMbl M OpaHaMayep. TeM caMbIM ThI
obe3omnacuilb cedst 0T 3aKaYKU BUpPYCa Ha TBOE YCTPOHCTBO;

[Tpu ucnonp3oBanuun Wi-Fi oTtkmoun ¢yskmuio «O6mmit goctyn k daitiiam u
npuHTepam». JlaHHas (QYHKIUS 3aKphlTa [0 YMOJYAHUIO, OJHAKO HEKOTOphIE
MOJIH30BATEIN aKTUBUPYIOT €€ /sl yA00CTBa UCTIOIB30BaHMs B paboTe min yuebe;

He ucnonw3yii myonuunsiii WI-FI n1s mepenaun JuuYHBIX JaHHBIX, HAIpUMEp JUIS
BBIX0/Ia B COI[MAJIbHBIE CETH WJIU B AJIEKTPOHHYIO MOUTY;

Nnone3yit Tonpko 3ammieHHoe coequHenue uyepes HTTPS, a nve HTTP, t.e. npu
Habope BeO-aapeca BBOAM UMEHHO «https://»;

B moOwneHOM Tenedone orkiaroun  ¢yHkuuio «[lomkimrouenne k- Wi-Fi
aBToMaTh4yeckn». He momyckaif aBToMaTH4eCKOIro MOAKIIOUEHHUS] YCTPONUCTBA K CETSIM
Wi-Fi 6e3 TBoero cornacusi.

COI/;Z/laﬂbele cemu

CoumanbHble CETH aKTUBHO BXOMST B HAIIy XH3Hb, MHOTHE JIIOAM PaOOTAIOT U KHUBYT
TaM INOCTOSIHHO, a B Facebook yxe 3apeructpupoBaH MUUIMAp] Y€IOBEK, UYTO SIBISIETCS OJHOM
CelbMOM BceX JKuTeNel IuraHeTsl. MHOTHE TOJbh30BaTENM HE TMOHUMAIOT, YTO HH(OpMaius,
pa3MelleHHass UMM B COLIMATIBHBIX CETSAX, MOXKET ObITh HaliJleHa M UCIOJIb30BaHa KEM YTOJIHO, B
TOM YHCJIE€ HE 0053aTENIbHO ¢ O1aruMU HaMEPEHHUAMHU.

OcHOBHBIEC COBETHI IO O€30MAaCHOCTH B COIMAJIBHBIX CCTAX:

1.

2.

Orpanuub CHOUCOK Jpy3eil. Y TeOs B APY3bAX HE JOKHO OBITh CIY4YallHBIX U
HE3HAKOMBIX JIFOICH;

3ammumiail cBoW YacTHYIO ku3Hb. He ykasbiBail maponu, TenedoHbl, agpeca, naTy
TBOETO POXACHUS W JPYryl JUYHYI0 HH(OpMAaIuio. 3T0YMBIIUIEHHUKH MOTYT
UCIONIb30BaTh Jlake MH(OpPMAIMIO O TOM, KaK Thl U TBOM POAMUTEIH IUIAHHPYETE
IIPOBECTU KaHUKYIIbI;

3ammuiiai cBOI penyTaluio - IepKU ee B UUCTOTE U 3a/laBaii cebe BOmpoc: XOTel Obl
ThI, 9YTOOBI APYTHE MOJIb30BATEHM BUJEIH, YTO ThI 3arpyxaemb? [lomymai, mpexmae
9YeM YTO-TO OMYOJIMKOBATh, HATUCATh U 3aTPY3HTh;

Ecnu THI roBOpHILB C JIFOJbMHU, KOTOPBIX HE 3HAECIIb, HE UCIOJbB3YH CBOE peajbHOE
UMs U JIPYTYIO0 JHYHYIO HHQOpPMAIUHU: HMs, MECTO YXKUTEIbCTBA, MECTO Y4eObl U
npoyee;

N36eraii pazmenienust ¢pororpaduii B MuTepHeTe, riae Thl H300paXKeH Ha MECTHOCTH,
10 KOTOPOIl MOXHO OIIPEAEIIUTh TBOE MECTOIIOIOKEHHE;

ITpu peructpanuu B COLMAIBHON CETH HEOOXOAUMO HCII0JIb30BaTh CIOXKHbIE MAPOJIH,
cocTosmue u3 OyKB U U(p ¥ ¢ KOTUIECTBOM 3HAKOB HE MEHee §;

Jlyis coumanbHON CeTH, MOYTHl M APYTUX CAaHTOB HEOOXOJUMO HMCIIONB30BaTh Pa3HbIC
napoiu. Toraa ecnu TeOst B3JIIOMAIOT, TO 3JIOYMBIIIJIEHHUKH MOJIYyYaT AOCTYI TOJBKO
K OZIHOMY MECTY, a HE BO BCE Cpa3sy.

DnexmponHnvle OeHvbeu

DJNEeKTPOHHBIE €HBI'M — 3TO OYEHb YJOOHBIA CIOCOO IMIaTexX e, OHAKO CYIIECTBYIOT
MOUIECHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TH ACHBIH.

BJ'ICKTpOHHI)Ie JCHBI'M IOABHJIMCHh COBCEM HC€IAaBHO M MMCHHO H3-3a 3TOI'O BO MHOTHX
rocyaapCTBax 40 CUX IOP HEC NPOIHMCAHO PO HUX B 3aKOHAX.
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B Poccun xe oHM (YHKIMOHMPYIOT M O HHX YK€ MPONHCAHO B 3aKOHE, TIe HX
pa3leNsloT Ha HECKOJbKO BUIOB — aHOHMMHBIE M HE AHOHMMHbIE. PasHuna B TOM, 4TO
QHOHHMMHBIE - 3TO T€, B KOTOPBIX pa3pellaercs MPOBOAMTH omepauuu 0e3 uAeHTU(UKALUU
MOJIb30BATENs, @ B HE aHOHUMHBIX WACHTU(DHUKAIIMY MOJIB30BATENS SIBIISETCS 003aTEIbHOM.

Taxke cienyer pasnuvarh dJIEKTPOHHBIC (UATHBIE JEHBI'M (PaBHBI TOCYIApCTBEHHBIM
BAJIIOTaM) | SJIEKTPOHHBIC He(praTHBIC IEHBIH (HE PaBHBI TOCYIapCTBEHHBIM BAJIIOTAM).

OcHOBHBIE COBETHI 110 0€30MacHO paboTe ¢ ANEKTPOHHBIMU JACHbIAMU:

1. TlpuBsxu K cueTy MOOWIBHBIN TenedoH. DTO camblil yIOOHBIM 1 ObICTPHIH crioco0
BOCCTaHOBUTH JOCTYN K cueTy. [IpuBs3aHHbBIN TenedoH MOMOXKET, eciu 3a0yaelb
CBOU IUIATEKHBIN MMAPOJIb WM 3alE1Ib HA CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. Hcnonb3yit omgHopasoBble maponu. [locie mepexona Ha YCHIGHHYIO aBTOPH3AIHIO
Tebe yxe He OyeT yrpokaTh OMTACHOCTh KPayku MITH MepexBaTa IUIaTeKHOTO MapoJis;

3. Boibepu cnoxubiii mapoisb. [Ipectymaukam OyneT HE MPOCTO yrajaTh CIOKHBIN
napoiib. HajexkHble mapoim — 3TO0 Mapoiu, KOTOphIe CoAepKaT HE MEHee 8 3HaKOB U
BKJIIOUYAIOT B ce€0sl CTPOYHBIE U MPOIHUCHBIE OYKBBI, HU(PHI U HECKOJIHKO CHMBOJIOB,
TaKWe KakK 3HaK JIojuiapa, pyHTa, BOCKIMIATEIbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOJIUM CBOM JUYHBIEC JaHHBIE HA cailiTax, KOTOPBIM HE TOBEPSCIIb.

InekmponHas nouma

DJeKTpOHHAas M0YTa — 3TO TEXHOJOTHUS U IIPEJOCTaBIsIEMbIE €10 YCIYTH 0 NEPEChIIKE U
MOJTYYCHUIO DIIEKTPOHHBIX COOOIIEHHIA, KOTOPBIC PACIPEIENSIOTCS B KOMITBIOTEPHOW CETH.
OOBIYHO ~ SJEKTPOHHBIM  MOYTOBBIM  SIIMK  BBINNIAOUT  CIEAYIOIIMM  00paszoMm:
UMS_TIONIb30BATENSA(@UMS_JTOMEHa. Takke KpOMe TMepelayd MPOCTOro TEeKCTa, HMEeTCs
BO3MOXHOCTb IlepeaBaTh (haibl.

OcHOBHBIE COBETHI M0 Oe30macHOl paboTe ¢ 3JIEKTPOHHOM MOYTOM:

1. Hagno BeIOpaTh mpaBUIIBHBINA MOYTOBBIM cepBUC. B HHTEpHETE €CTh OrpOMHBIN BBIOOP
OecIUIaTHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIy4llIe AOBEPATh TEM, KOI'O 3HACIb U KTO
IIEPBBII B PEUTHHIE;

2. He ykaspiBaii B 1uuHON noure JU4yHy uH(popManuio. Hampumep, myuine BbIOpaTh
«My3bIKaNIbHBIN _(paHaT@» win «pok2013» BmecTo «remal3»;

3. Hcnonp3yil ABYX3TalHYIO aBTOPHU3ALMIO. DTO KOT/Ia MOMHUMO MapoJisi HY>)KHO BBOAMTH
KOJI, IpHUChIIaeMbIil o SMS;

4. BoiOepu cioXHbIM naposib. s KaX1oro mouyToBOTO SIIUKA JIOJKEH OBITH CBOM
HAJIC)KHBIM, YCTOWYUBBIN K B3JIOMY IIapOJIb;

5. Ecnm ectb BO3MOXHOCTh HamMcaTh CaMOMY CBOHM JIMYHBIM BONPOC, MCIOJIB3YH 3Ty
BO3MO>XHOCTB;

6. Vcnonb3yil HECKONBKO IMOYTOBBIX SILIMKOB. lIepBbI A7 4YacCTHOM NEPENmUCKH C
aapecaTaMH, KOTOPBIM Tbl JIOBEPsCIIb. OJTO DSJIEKTPOHHBIM aapec HE Halo
MCITOJIb30BaTh NP PETUCTPALIUK HA GOpyMax U calTax;

7. He otkpeiBaii (ailyibl 1 apyrue BIOKECHHUS B MHUChbMaX JaXe €CJIM OHU MPUILIH OT
TBOMX Jipy3eid. Jlydine yrouHu y HUX, OTIIPABIISLIIN JIM OHU TeOe 3TU (ailibl;

8. Ilocme okoHuaHMs PabOTHI Ha IOYTOBOM CEPBHCE IEpe] 3aKPBITHEM BKIAIKH C
caiiToM He 3a0y/b HaXaTh Ha «BBIATIY.
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Kubepbynnune unu supmyanvruoe uzoesamenbcmeo

KubepOynnuHar — mpeciegoBaHuE COOOIICHUSMH, COJEPKAIMMMH  OCKOpPOJICHMS,
arpeccuio, 3alyruBaHue; XyJIUTaHCTBO; COIMAIbHOE OOWKOTUPOBAHUE C MOMOIIBIO0 PA3TUYHBIX
WHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO O0PHOE ¢ KHOEPOYIITUHTOM:

1. He Opocaiica B 60i. JIyumuii croco0: mocoBeToBaThCS Kak ceOs BECTH U, €CITU HET

TOTO, K KOMY MOKHO OOpaTUThCS, TO BHayajle YCIOKOMThCS. Ecnu Thl HauHelIb

OTBEYATh OCKOPOJEHUSIMH Ha OCKOPOJEHHUS, TO TOJBKO elle OOJbIle pa30kKellb

KOH(IHKT;

VYrpasinsii cBoel KubeppernyTaruei;

3. AHOHUMHOCTH B ceTd MHUMas. CylIecTBYIOT CNOCOObI BBISCHUTH, KTO CTOUT 3a
AHOHHMMHBIM aKKayHTOM;

4. He ctouT BecTH XyJIUTaHCKUN 00pa3 BUPTyanbHOU >kxu3HU. IHTepHET ukcupyer Bce

TBOM JICUCTBUS U COXPAHSET UX. Y IAUTh X OYyAeT KpaiiHe 3aTPyAHUTEIBHO;

Cobnroait CBOM BUPTYaIbHYIO Y€CTh CMOJIOAY;

6. Urnopupyii enauHmuHbld HeraTuB. OJXHOPAa30BBIE OCKOPOUTEIBHBIC COOOIICHHS
Jy4iie urHopupoBaTh. OOBIUHO arpeccus MpeKpaaeTcsl Ha Ha4allbHOM CTaauH;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMHU COOOILIEHUSMH, B COLIMATIBHBIX
CETSIX €CThb BO3MOXKHOCTH OJIOKMUPOBKH OTIPABKH COOOIIEHUN C OMpeIeTIeHHbIX
a/Ipecos;

8. Ecmu t1b1 cBuzmerens kuOepOymiuHra. TBou AeWcTBHs: BBICTYNUTh TMPOTHB
npecieaoBaressi, IOKa3aTb €My, YTO €ro JEHCTBUS OLIEHUBAIOTCS HETaTHUBHO,
MOJAJEPKATh IKEPTBY, KOTOPOH HY)XHA TICHUXOJOTHYECKas TOMOIb, COOOIIUTH
B3pOCJIBIM O (haKTe arpeCCUBHOIO MOBEACHUS B CETH.

N
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Mobunvuwiii menegon

CoBpemeHHble cMapTGOHBI ¥ IJIAHIIETH COAEPKAaT B cebe BIIOJIHE B3POCIBIHA
(GyHKIIMOHA, W Temeph OHU MOTYT KOHKYPHPOBaTh CO CTallMOHAPHBIMH KOMITBIOTEPAMH.
OpHako, CpeACTB 3alUTHI ISl TOJ0OHBIX YCTPONCTB MOKAa OYEHb Majio. TeCTUPOBAHUE U MOUCK
ySI3BUMOCTEM B HMX IPOUCXOJMT HE Tak MHTeHcHBHO, Kak misa IIK, To ke camoe kacaerca u
MOOWJIBHBIX TPUITOKECHHM.

CoBpeMeHHbIE MOOWIIBHBIE Opay3ephl YK€ MPAKTUUECKH TOTHAIM HACTOJIBHBIC aHAJIOTH,
OJIHAKO pacmupeHue (yHKIMOHATa BJiedeT 3a c000il OOJBIIYI0 CIOKHOCTH M MEHBIIYIO
3aIHUIIEHHOCTb.

Jlaneko He Bce MPOM3BOAMTEIM BBINTYCKAIOT OOHOBIICHUS, 3aKPBIBAIOIINE KPUTHUECKUE
YA3BUMOCTH JIJI1 CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI /17151 0€30aCHOCTH MOOHMIIBHOTO TenedoHa:

1. Huuero He sBisieTcss mo-HacTosIEeMYy OecIUIaTHBIM. Byab OCTOpOXkeH, BeAb KOrjaa
Tebe mpearaloT OecIUIaTHBIA KOHTEHT, B HEM MOTYT OBITb CKpPBITHl KaKue-TO
IUIaTHBIE YCIIYTH;

2. Jlymaii, npexxae yem otipaButbe SMS, ¢orto mwiu Buaeo. Thl TOYHO 3HACHUIb, TJE OHU

OyayT B KOHEYHOM UTOTE?

Heo0xo1umMo 0OHOBIATE ONIEPAIIMOHHYIO CHCTEMY TBOETO cMapT(hoHa;

4. Vcnonw3yi aHTUBUPYCHBIE IPOTPAMMBI JJIsl MOOMIIBHBIX TeJe(OHOB;

w
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5. He 3arpyxaii mpuiiokeHUs OT HEU3BECTHOTO UCTOYHHKA, BEb OHU MOTYT COJIePKaTh
BpPEJIOHOCHOE TTPOTrPaMMHOE 00ECIICUCHHUE;

6. Ilocie Toro Kak Tl BBIWJCIIH C CaliTa, TAe BBOAWJ JIMYHYIO WH(OPMAIIUIO, 321 B

HaCTPOUWKHU Opay3epa u yaaiau cookies;

[lepnonnuecku npoBepsiii Kakue MIaTHBIE YCIYTM aKTUBUPOBAaHbI HA TBOEM HOMEPE;

8. Mamaii cBOi HOMEp MOOWIBHOTO Tele()OHA TOJBKO JFOASM, KOTOPBIX ThI 3HACHIb U
KOMY JIOBEpsI€lllb;

9. Bluetooth momxkeH OBITh BBIKIIOYEH, KOTJa Thl UM HE mojb3yemibcs. He 3a0biBait
MHOT 12 IPOBEPSTH ITO.

~

Online uepot

CoBpeMeHHbIE OHJIAMH-UTPBl — H3TO KPACOYHbIC, 3aXBaTHIBAIOIINE PA3BJICUCHUS,
00BEANHSIONINE COTHU ThICAY YEJIOBEK M0 BceMy MHpY. Mrpoku uccienyioT AaHHBIM UM MUp,
O0IIAIOTCS APYT C JPYTOM, BBIOJHSIOT 3aJaHHsI, CPAKAIOTCS C MOHCTPAMH U TIONYYalOT OIIBIT.
3a yIOBOJBCTBUE OHM IUIATAT: TMOKYIMAIOT JMCK, OIJIAUMBAIOT aOOHEMEHT WU MPHOOPETaroT
KaKHe-TO OIIIUH.

Bce st cpenctBa Mayr Ha IOAJEpKAHWME M Pa3BUTHE WIPHI, a TaKKe Ha camy
0€30I1aCHOCTb: COBEPLICHCTBYIOTCS CHCTEMBbl ABTOPHU3ALMM, BBITYCKAIOTCS HOBBIE HAaT4H
(umpoBbIe 3aMIaTKH U1 TPOTPAMM), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B HOZIO6HI)IX urpax CTOHUT OIACATHCA HEC CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpaXKu
TBOCTO I1apOJisd, HAa KOTOPOM OCHOBAaHA CUCTEMA aBTOPHU3aAlIUN OONBIINHCTBA Hrp.

OcHOBHBIE COBETHI M0 0€30MaCHOCTH TBOET'O UTPOBOI'0 AKKayHTA:

1. Ecnu apyroit urpok BeeT cedsl IIoXo WIH Co3AaeT Te0e HEMPUSITHOCTH, 3a0JIOKHPYH
€r0 B CIIMCKE UTPOKOB;

[loxkamyiicss aIMHMHHMCTpAaTOpaM WIPbl Ha IIOXOE€ IMOBEJEHUE JOTOr0 HIPOKa,
XKeJIaTeIbHO IPUJIOKUTH KaKUe-TO JOKAa3aTEIbCTBA B BUJE CKPUHOB;

He ykaspiBaii muuHyto HHGopMaIuio B npodaiine urpsl;

VYBaxkall Ipyrux y4aCTHUKOB II0 UIPE;

He ycranaBnuBaii HeopunaabHbIE TATIU U MOJIBI,

Hcnonp3yil CII0KHBIE U pa3HbIE 1apOJIy;

Jaxe BO BpeMs WIrpbl HE CTOMT OTKJIKOYATh aHTUBHpYC. Iloka ThI mrpaemsb, TBOM
KOMIIBIOTEP MOTYT 3apa3uTh.

no

No ok ow

Duiune unu Kpaosica Tu4YHblx OAHHBIX

OObI4HOM Kpa>1<el71 ACHECT U ANOKYMCHTOB CCTOJHA YK€ HHKOI'O HC y,HI/IBI/IfIJ_IL, HO C
pasBUTHEM I/IHTepHeT'TeXHOHOFI/Iﬁ 3JIOYMBIIUUICHHUKN TIEPEMECTUIINCh B  HHTCPHET, U
IpoaOJIKAIOT 3aHUMATHCA «THOOUMBIM JACJIOM.

Tak mosiBWIIaCh HOBasi yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (DUILIMHT, TJIaBHAS LIEJb
KOTOPOTO COCTOMT B IOJYYCHHH KOH(QUACHIHMAIBHBIX TaHHBIX I10OJIb30BATENICii — JIOTHHOB H
naposieii. Ha anrnmiickom s3bike phishing unraercs kak ¢ummnr (ot fishing — peiGHas 10B,
password — mapoub).

OcHOBHBIE COBETHI IO OOpHOE ¢ PUITHMHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Ecimu Thl mojo3peBaelib, YTO TBOS aHKeTa ObuIa
B3JIOMaHa, TO HEOOXOJAMMO 3a0JIOKMPOBaTh €€ M COOOUIMTH aJMHUHUCTpPATOPaM
pecypca 00 3TOM Kak MOKHO CKOpee;
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2. Ucnonp3yit Oe3omacHele BeO-caifiThl, B TOM 4YHCIE, HWHTEPHET-Mara3uHOB H
MTOMCKOBBIX CUCTEM;

3. Hcnonb3yii cioxHbIe M pa3Hble Mapoiu. Takum oOpa3om, ecinu TeOs B3JIOMAIOT, TO
3JI0YMBIIJIEHHUKHU [IOJy4aT JOCTYI TOJBKO K OAHOMY TBOEMY NPO(UIIIO B CE€TH, a HE
KO BCEM;

4. Ecmu Te0s B3jIOMalIM, TO HEOOXOAUMO NPEIyNPEeAUTh BCEX CBOMX 3HAKOMBIX,

KOTOpbIe J00aBJIeHbl Y T€0s B APY3bsiX, O TOM, YTO Te€OS B3JIOMAaJU U, BO3MOYKHO, OT

TBOETO0 UMEHM OYZET pacchlIaThCs CIaM U CChUIKM Ha (DUIIMHIOBBIE CANTHI;

Ycranosu HasexHbIH napois (PIN) Ha MoOuIBHBIHA TenedoH;

OTxIIr0uM cCOXpaHeHue napoJs B Opaysepe;

7. He otkpeiBail ¢aiibl U Ipyrue BIOKEHUS B MHCbMax Jake €CIM OHMU MPUILIH OT
TBOUWX JIpy3ei. JIydre yrouHu y HUX, OTIPaBIISIIN JIM OHU TeOe 3Th (DaiIbl.

ISRl

Lugposas penymayus

[ludposas pemyranus - 3T0O HEraTUBHAS WM MO3UTHBHAS MHQOpMAIMI B CeTH O TeOe.
Komnpomerupyromass uHpOpManusi pa3MelieHHass B HHTEPHETE MOXKET CEphe3HBIM 00pazom
OTpa3uThCA Ha TBOEH peanbHOW *ku3HU. «L{udppoBas pemyramus» - 3TO TBOW UMUK, KOTOPBIH
¢dopmupyercst u3 nHGopMalu o Tede B UHTEPHETE.

TBoe MecTo KUTEIbCTBA, yueObl, TBOE (PHHAHCOBOE MOJIOKEHUE, OCOOCHHOCTH XapaKTepa
U pacckasbl 0 OJIM3KUX — BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue nogpoCcTKH JErKOMBICIEHHO OTHOCSATCA K MyOIMKALMU JIMYHOM MH(pOpMany B
WuTepHere, He MOHMMAas BOZMOXKHBIX MMOCIEACTBUI. Thl 1a)ke HE CMOXKeEIlb JOraJaThCs O TOM,
4To (poTorpadusi, pazMeIrieHHas 5 n1eT Haza, cTajla IPUUYMHON OTKa3a MPUHATH TeOs Ha padoTy.

Kommenrtapuu, pasmemienue TBoux Qortorpaduit u Jpyrue JedcTBHS MOTYT He
WCYE3HYTh Jake€ IOCJIE TOro, KaK Thl WX YyJAIWIIb. 1Bl HE 3HACIIb, KTO COXPAaHWI 3Ty
uHpOpMaltIo, IoMaja JIM OHAa B IMOMCKOBbIE CUCTEMbl M COXPAaHWIJIACh JIM OHA, a TJIaBHOE: 4TO
MOyMalOT 0 Tebe OKpYXKarolee JIOAH, KOTOpble HainyT u yBUAAT 3T0. Haiitn mH(popMaImio
MHOTO JIET CITyCTSl CMOXET JI000H — Kak U3 J0OpbIX MOOYXIEHUil, Tak U C HaMepeHHEeM
MPUYUHUTH BpeJl. ITO MOXKET OBITH KTO YTOIHO.

OCHOBHBIE COBETHI 110 3aIUTE HUPPOBOM PEMyTALNU:

1. Tlomymaii, mpexae 4eMm 4yTo-TO MyOJIMKOBaTH M IMepeaaBaTh y ceOs B Oyiore Wik B
COITMAJIbHOM CETH;

2. B nHactpoiikax npoduiis yCTaHOBU OTpaHUYEHHUsS HA TPOCMOTP TBOETO MPODUIS U ero
COAEPKUMOTO, CIIeNIAl €r0 TOJIBKO «JIJIsl IPY3Ei»;

3. He pa3smemaii u He yka3biBail HH(QOPMAIIHIO, KOTOPask MOXKET KOT0-IMOO0 OCKOPOISATh
WM OOMKaTh.

Aemopckoe npago

CoBpeMeHHbIE CTYJEHTbl— aKTUBHBIE MOJIb30BaTeNn HU(poBOro npocrpaHcTea. OnHAKO
JAJIEKO HE BCE 3HAIOT, YTO MOJh30BAaHUE MHOTUMH BO3MOXKHOCTSAMH HH(PPOBOro mMupa Tpedyer
coOJII0ICHHSI TPaB HA MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMHH «UHTEIJIEKTyaJbHasi COOCTBEHHOCTBY» OTHOCHUTCS K PAa3JIMYHBIM TBOPEHUSIM
YeJIOBEYECKOr0 yMa, HAuWHAsl C HOBBIX M300PETCHUN M 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTH
Ha TMPOAYKTHl M YCIyrM , W 3aKaH4yuBass KHUramu, QororpagusimMu, KUHOPUIBMAMH U
MY3bIKQJIbHBIMU [TPOU3BEICHUSIMHU.
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ABTOpCKHE IIpaBa — 3TO MpaBa HAa MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh HAa IIPOU3BEACHUS
HayKH, JINTEPATYPbl U UCKyCCTBA. ABTOPCKHE IIpaBa BHICTYNAIOT B KAYECTBE rapaHTUU TOTO, YTO
UHTEJUIEKTYaJIbHBII/TBOPUECKUI TPy aBTOpa He OyIeT HalpacHbIM, JAcT €My CIpaBeIJIUBbIC
BO3MOKHOCTH 3apaboTaTh Ha pe3ysbTaTaxX CBOEro TPYAad, MOJIYYHUTh U3BECTHOCTh U MPHU3HAHUE.
Huxkro 0e3 pa3pernienust aBTopa He MOKET BOCIIPOU3BOIUTE €r0 MPOU3BEIEHUE, PACHIPOCTPAHSATH,
nyOJIMYHO JIEMOHCTPUPOBATh, MpOJaBaTh, WMIOPTUPOBAThH, IyCKaTb B TPOKAT, MYOJIUYHO
UCIOJHATH, I0KA3bIBATh/UCIIOIHATh B A(Hpe Wi pa3Merats B IHTepHeTe.

Hcnonb30BaHue «ITUPATCKOr0» MPOrPaAMMHOTO 00€CIIEYeHUsI MOXKET NMPUBECTH K MHOT'MM
pUCKaM: OT TMOTEpPH JaHHBIX K TBOMM aKKayHTaMm J0 OJOKMPOBKH TBOETO YCTPOWCTBA, I/IE
YCTAQHOBJICHHBIM He JlerainpHas nporpamma. He cTouT Takke 3a0bIBaTh, UYTO CYILECTBYET
JerajgbHble U OeCIIaTHBIE IPOTrpaMMbl, KOTOPbIE MOKHO HAlTH B CETH.

O nopmarne

CereBn4oK.p) — TBOW TJIABHBI COBETYMK B CETH. 3/€Ch ThI MOXEIIb Yy3HATH O
0€30MacHOCTH B CETH MOHATHBIM U JIOCTYIHBIM SI3bIKOM, @ MPH BO3HUKHOBEHUU KPUTUYECKOM
CUTyaIluu OOpAaTHTHCSA 32 COBETOM. A Tak)Ke NMPHUHATH Y4acTHE B KOHKYpCax M CTaTh CaMbIM
M(POBBIM TpakTaHUHOM!


http://gimn-keg.ru/setevichok.htm

IHamsaTka nus poauresnei 00 MHPOPMALMOHHON 0€30MACHOCTH JeTel

Omnpenenenne TepMuHa «WHGpOpPMAIMOHHAs O€30MacCHOCTb JIeTe» COJCPKHUTCA B
®denepanbaoM 3akoHe Ne 436-D3 «O 3amute AeTedt oT HHGOPMAIUU, TPUIUHSIONIEH Bpel UX
3I0POBBI0 U PAa3BUTHIO», PEryIUPYIOLUIUM OTHOLIEHMs, CBA3aHHBIE C 3alIUTOM JeTed OT
nH(pOpMaluY, TPUIUHSIIONIEH Bpe ] UX 3J0pOBbIO U (Uiu) pa3BuTHIO. COINIaCHO TaHHOMY 3aKOHY
«uHpOpMaIMOHHAs 0e30MacHOCTh JeTel» - 3TO COCTOSIHME 3alIMIICHHOCTH, MPH KOTOPOM
OTCYTCTBYET PHCK, CBS3aHHBIH C MPUYMHEHHEM HHGOpPMAIMEH Bpela UX 310pPOBbIO U (HJIH)
¢buznyecKkoMy, ICUXUYECKOMY, TyXOBHOMY, HPABCTBEHHOMY Pa3BUTHIO.

B cuny ®enepanbHoro 3akoHa Ne 436-03 wunbopmanmeil, TpUYUHSIONIEH Bpen
3I0POBBIO U (WIJIH) Pa3BUTHIO JACTEH, SIBISICTCS:

1.
2.

w

8.
9.

uHpOpMaNus, 3anperieHHast U1 paclipoCTpaHEeHUs CPEAH JeTeH;

uHbopMalns,  paclpocTpaHEHHE  KOTOpPOH  OrpaHMYeHO  cpeau  JeTei
OIIpEEIIEHHBIX BO3PACTHBIX KaTErOPHil.

K nrdpopmanmm, 3anpermeHHon it paclpoCTPaHESHUS CPEU IETEeH, OTHOCUTCS:

uHpopMans, NMOOYKIaromasi eTeil K COBEPIICHUIO0 JEHCTBUM, MPEICTaBIISIONIIX

yIpo3y UX KU3HU U (WIK) 3I0POBBIO, B T.4. IPUUUHEHUIO BPEla CBOEMY 3/10pPOBBIO,

caMoyOHiiCTBY;

CIIOCOOHOCTh BBI3BaTh Yy JETEH XKellaHWe YMNOTPeOUTh HAPKOTHUECKHE CPEACTBa,

MICUXOTPONHbIE W (WIM) OJYpMaHUBAIONIME BEIIECTBA, TaOauHbIE W3JENHUS,

AJIKOTOJIBHYI0 W CIUPTOCOAECPXKALLYKD  MNPOAYKLHIO, TMHBO W  HAIUTKH,

M3TOTaBIMBAEMbIE HAa €0 OCHOBE; NPUHATH y4acTHE B a3apTHBIX UIpax, 3aHUMAaThCs

MPOCTUTYIMEH, OPOISHKHUYECTBOM HIIM TOMPOIIAfHUYECTBOM;

OOOCHOBBIBAIONIAS WJIM ONPABIBIBAIONIAS JOMYCTUMOCTh HAacWiusl W (WiIH)

KECTOKOCTH JIMOO MOOYXAawlas OCYIIECTBISITh HACUILCTBEHHBIC ICHCTBHUS IO

OTHOIIEHUIO K JIFO/ISIM U )KHBOTHBIM;

OTpHIIAIONIAsl CeMEMHbIE IIEHHOCTH U (GOpMUpYIOIas HEYBaKEHHUE K POAUTEISIM U

(M) IpyruM 4ieHaM CEMbU;

OMPaB/IbIBAIOIIAS] IPOTUBOIPABHOE MOBE/ICHHUE;

coJieprKalliasi HeLIEH3YpHYIO OpaHb;

10. copepxatnas nHGOpPMaLIKIO MOPHOTPAPUIECKOTO XapaKTepa.

K undopmanuu, pacrnpocTpaHeHHe KOTOPOW OrpaHUYEHO CPEAM AETed ONpeaeseHHOrOo
BO3pacTa, OTHOCUTCS:

1.

4.

uHpOpManus, MpeJacTaBisieMasl B BUAE M300paKEHUS WM ONMCAHUS YKECTOKOCTH,
¢uzudyeckoro u (WIM) TICUXMYECKOTO HACWIIMS, TPECTYIUICHUS WX HWHOTO
aHTHOOIIECTBEHHOIO ACHUCTBUS;

BBbI3bIBAIOIIAsl Y JE€Teil cTpax, y)Kac WIM NaHUKY, B T.4. MpeJAcTaBisieMas B BHUJE
n300pakeHUs] WIM ONMCAHUS B YHMJKAIOIIEH YelOBEYECKOE JTOCTOMHCTBO (opme
HEHACWJIbCTBEHHON cMepTH, 3aboieBaHMs, CaMOYOHMIICTBAa, HECYACTHOIO Ciydas,
aBapuu WM KaTacTpodsl U (WIN) UX MOCIEACTBUN;

npejcTaBisieMasl B BUJIE M300paKeHUSI WM OMUCAHUS MOJIOBBIX OTHOIICHUN MEXIY
MY>KUMHOU U KCHILWHOM;

coJieprkaniasi OpaHHbBIE CJIOBA U BHIPAYKEHUS, HE OTHOCAIIUECS K HELIEH3ypHOU OpaHu.

C yuerom 3toro Bam npemararorcst mpaBuiia paboTel B cetd MHTEpHET 1Sl pa3InyHbIX
BO3PACTHBIX KAaTETOpHH, COOIIOJEHUE KOTOPBIX IO3BOJIUT OOECIEeYUTh HH(POPMAIMOHHYIO
0€30I1aCHOCTh BaIllX AETEN.



OOume mpaBuia 1y poauTeIen

1. HesaBucumo oOT Bo3pacTta peOEHKa HCIOJNB3YyHTEe NpPOrpaMMHOE OOecCIeUeHuE,
noMmoratoniee GuUIbTPOBaTh M KOHTPOJIUPOBATH HHQOpPMAIMIO, HO HE IOJarairech
HOJHOCTHIO Ha Hero. Baile BHUMaHue K peOeHKY - TJIaBHBIA METOJI 3alHUTHI.

2. Ecmm Bam peGeHOK MMeeT aKKayHT Ha OJHOM W3 coluanbHbIX cepBucoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.1.), BHUMAaTeNBbHO H3y4YHTE, KaKyl0 HH(pOpMALUIO
MOMEIIAIOT €r0 YYaCTHUKHU B CBOMX MPOPUIIAX U OJ10Tax, BKItOYast GoTorpaduu u BUACO.

3. IIpoBepsTe, ¢ KaKUMHU JIPYTUMHU CaliTaMH CBSI3aH COLMANBHBIN cepBUC Barero pebenka.
Crpanunuku Bamiero pe6eHka MOryT ObITh 0€30MaCHBIMU, HO MOTYT U COJIEPKaTh CCHUIKU
Ha HEXKeJaTeJIbHbIE U ONACHBbIE CAlThl (HampUMep, MOPHOCANT, WIM CAaWT, HA KOTOPOM
JIpyr yIoOMHWHAeT HOMEp coToBoro TenedoHa Bamero pebenka miam Bam momamrHuit
ajzipec)

4. Tloompsiite Bamux nereit coobmars 000 BCeM CTpaHHOM WM OTTAJKHBAIOIIMM U HE
CJIMILIKOM OCTPO pearupyiTe, KOrja OHU 3TO JIENal0T (M3-3a ONAaceHUs OTEPATH TOCTYI K
WuTepHeTy neTH HE TOBOPAT pPOAUTENSIM O Mmpobjemax, a Takke MOTryT HaudaTh
UCIIOJIb30BaTh IHTEpHET BHE JoMa U LIKOJIBI).

5. byasTe B Kypce ceTeBoil ku3HuU Bamero peOGenka. MHTepecyiiTech, KTO UX IPY3bs B
WuTepHeT Tak ke, Kak MHTEPECYETECh PEabHBIMU IPY3bsIMHU.

Bospact ot 7 1o 8 ner

B HnrtepHete peOeHOK cTapaeTcs MOCETUTh T€ WJIM MHbBIE CAalThl, @ BO3MOYKHO M YaThl,
paspeleHre Ha MOCEIIeHHue KOTOPhIX OH He MOoJy4ui Obl oT pomuteneil. [lostoMmy poautensm
OCOOEHHO IIOJIE3HBI OyAYT T€ OT4YeTbl, KOTOpbIE MPEJOCTABISAIOTCA IporpaMMaMu IO
OTPaHUYEHUIO HCHOJb30BaHUsA MHTepHeTa, T. €. POAUTENbCKMIM KOHTPOJIb WM TO, YTO BbI
CMOXeTe YBUACTh BO BpeMEHHBIX (paiimax. B pesynbrare, y peOeHKa He OyIeT OLIyIICHHUS, YTO
32 HUM BEJETCS NOCTOSHHBIA KOHTPOJIb, OAHAKO, POAUTENN OYAyT MO-TIPEKHEMY 3HaTbh, KaKue
CaiThI mocenaer ux pedeHok. [letTn B JaHHOM BO3pacTe 00J1aal0T CHIBHBIM YyBCTBOM CEMBH,
OHHU JIOBEPUMBBl U HE COMHEBAIOTCSA B aBTOpuUTeTax. OHU JIOOAT UTpaTh B CETEBbIE UIPbHI U
MyTEUIeCTBOBATH 10 MHTEpHETY, NCIOJB3Ys 3JIEKTPOHHYIO MOUTY, 3aXOJUTh HA CalThl U YaThl,
HE PEKOMEH/JOBAHHBIE POIUTEISIMHU.

Cogertsl 110 Oe30macHOCTU B ceTu MIHTepHeT 11 Aetet 7-8 et

1. Co3zpaiite cCUCOK JOMAIIHUX MpaBui nocemieHus MHTepHeTa npu y4acTuu AeTed u
TpeOyiTe ero BhIMOJIHEHHS.

2. TpeOyiite or Bamero peOeHka COOTIOACHUS BPEMEHHBIX HOPM HAXOXKICHHS 32
KomrnbloTepoM. [lokaxure pedeHky, uto Bel Habmoaere 3a HUM He MOTOMY 4TO Bam
3TO XO4YeTcs, a MoToMy uTo Bbl Oecriokourech 0 ero 6€30MacHOCTH U BCErAa rOTOBbI
€My II0MOYb.

3. KommeroTep ¢ moakiroueHrneM kK MHTepHETY JOJKeH HAXOIUThCS B OOIIeH KOMHATe

10/ IPUCMOTPOM POAUTEIICH.

Hcnonp3yiTe crienuanbHble IETCKUE TIOMCKOBBIE MAIIMHBI.

Hcnonb3yiiTe cpencTBa OJIO0KHPOBAHUS HEXENATEIbHOIO KOHTEHTA KaK JOTOJIHEHHE K

CTaHIapTHOMY PonuTenbCKOMY KOHTPOIIIO.

6. Co3pmaiiTe CeMEWHBIN SIEKTPOHHBIA SIIHUK, YTOOBI HE MO3BOJHUTH JAETSIM HUMETh
coOCTBEHHBIE aapeca.

7. bnokupyiiTe nocTym K caidtam ¢ O€CIUIaTHBIMH MOYTOBBIMH SIIMKAMU C MOMOIIBIO
COOTBETCTBYIOLIETO IPOrPaMMHOI0 00ecIIeYeHusl.

8. Ilpuyuute nmereil coBeToBaThcs C Bamu mepea omyONIMKOBAaHHMEM KakKOM-THOO
MHPOPMALIUU CPEICTBAMH 3JIEKTPOHHOW MOYTHI, YaTOB, PETUCTPALIMOHHBIX (OPM U
npoduiei.

o s



10.
11.

12.

13.

14.

Hayuute nereéi He 3arpyxath (aiiel, mporpaMMbl WIH MY3bIKYy O€3 Balllero
corjiacus.

He paspemaiite 1eTsM HCIIOIB30BaTh CIIY>KObl MTHOBEHHOTO OOMEHA COOOIICHUSIMH.
B «0Oenbiii» criucok cailToB, pa3pelIeHHBIX ISl TOCEIICHHsI, BHOCUTE TOJIBKO CAMTHI C
XOpOILIEH peryTranuei.

He 3a0biBaiiTe 6ecennoBaTh ¢ JeThbMH 00 UX Ipy3bsix B MIHTepHeTe, Kak eciu Obl pedb
1IJIa O JPY3bsX B PE€aIbHON KU3HU.

He nenaiite «taOGy» W3 BOIPOCOB IMOJOBOM KM3HU, TaK Kak B MIHTEpHETE JETH MOTYT
JIETKO HaTKHYTHCS Ha MOPHOTPA(UIO WIN CAUTHI «IS B3POCIIBIX).

[Tpuyunte Bamero pebenka cooOmarh BaM O JIOOBIX yrpo3ax WM TpeBOrax,
cBa3aHHbIX ¢ MnTepHeToM. OcTaBaiiTech CHOKOMHBIMUA M HAaIlIOMHUTE JI€TAM, YTO OHU
B 0€30MacHOCTH, €CIIM CaMH paccKaszajld BaM O CcBOuX TpeBorax. [loxBamute ux u
MIOCOBETYITE TOJJOUTH elle pa3 B MOJA0OHBIX CIydasX.

Bospacr nereii ot 9 10 12 ner

B nanHOM BO3pacTe AeTH, KaK MPaBWIIO, yXKe HACIBIIIAHBI O TOM, Kakas HH(opMarus
cymectByeT B VHTepHeTe. COBEpIIEHHO HOPMAJbHO, YTO OHU XOTAT 3TO YBHUJETh, IPOYECTH,
ycaplmathk. Ilpy 3TOM HY’KHO MOMHUTB, YTO JOCTYNl K HEXKEJIATEJIbHBIM MaTepuagaM MOKHO
JIeTKO 3a0JI0KUPOBATh MPH MMOMOIIHU CPeACTB POIUTENBECKOTO KOHTPOJIS.

CoBerthl 110 6€30I1aCHOCTH U1 aeTeit or 9 no 12 et

1.

2.

10.

11.

12.

13.
14.

Co3zpaliTe CIIMCOK JOMAIIHUX IpaBWJI NocelieHus MHTepHeT nmpu yyacTuu AeTe u
TpeOyiiTe ero BHIIOTHEHUS.

TpeOyiite ot Bamero peGenka coO0AeHNsT HOPM HAXO0XKICHHS 32 KOMITBIOTEPOM.
Habmronaiite 3a pebeHkOM mpu paboTe 3a KOMIBIOTEPOM, MOKAKUTE €My, 4TO BhI
0€eCITOKOUTECH O €r0 OE30MaCHOCTH U BCET/Ia TOTOBBI OKa3aTh €My MTOMOIIb.
Kommeiorep ¢ moakiroueHneM B MHTEpHET NOJDKEH HAaXOOUThCS B OO KOMHATe
IO/ PUCMOTPOM POAUTEIIEH.

Hcnonw3yiiTe cpeacTBa OJIOKHPOBAHUS HEKEIATEILHOTO KOHTEHTA KaK JIOMOJHEHHE K
CTaHIapTHOMY PoauTensckoMy KOHTPOJIIO.

He 3a0piBaiiTe mpuHUMATh HETIOCPEICTBEHHOE yJacTue B )KU3HU peOeHka OeceoBaTh
c 1eTbMu 00 ux 1apy3bsx B MHTepHeTe.

HacrawuBaiite, 4To0BI J€TH HUKOT/1a HE COTJIANIANKCH HA JIMYHBIC BCTPEUH C IPY3bIMU
o uTepHery.

[To3BonsiiTe neTAM 3aXOOUTh TOJBKO Ha CaWThl M3 «0OEJ0ro» CIHCKa, KOTOPBIN
CcO3JaliTe BMECTE C HUMHU.

[lpuyunte nereli HUKOTAA HE BBIIABATh JUYHYI0 HH(DOpPMAIMIO CpeACcTBaMU
AJIIEKTPOHHOM IMOYTHI, 4YaTOB, CHCTEM MIHOBEHHOIO OOMEHa COOOLICHUSIMH,
PETUCTPAIIMOHHBIX (OPM, JHUHBIX MPO(dUIeH W MPU PETUCTPAlMU HAa KOHKYPCHI B
HNurtepuere.

[lpuyuute nereir He 3arpykaTh mporpammsl 0e3 Bamiero paspemenus. O0bacHuTe
UM, 4YTO OHHM MOTYT CIy4yallHO 3arpy3uThb BHUPYChl WM JPYroe HeKelaTeIbHOoe
porpaMMHOe oOecrieueHue.

Coznaiite Bamemy peOEHKY OTrpaHHMYCHHYIO YYETHYIO 3almuch [JIsi paboOThl Ha
KOMIIBIOTEDE.

[Ipuyunte Bamero pebenka cooOmarb BaM O JOOBIX yrpo3ax WM TpEBOrax,
cBsi3aHHBIX ¢ MHTepHeToM. HamomuuTe netsim, 4To OHU B 0€30MaCHOCTH, €CJIM CaMU
pacckasaiii BaM O CBOMX TPEBOTaX U OMACEHUSX.

Pacckaxure netsim o mopHorpaduu B MuTepHere.

HacrauBaiite Ha TOM, 4TOOBI I€THU MPETOCTABIISUIA BaM JOCTYI K CBOEH AJICKTPOHHOU
MOYTE, YTOOBI BBl YOSAMIUCH, YTO OHU HE OOIIAIOTCS C HE3HAKOMIIAMH.
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15. OObsicHuTe NETSIM, UTO HEJIb3s HCIOJIb30BaTh CETh I XYJIMTaHCTBA,
pacrpocTpaHeHHs CIJIETEH WIIN YTPO3.

Bo3spacrt gereii ot 13 no 17 ner

B »TOM BoO3pacTe moApOCTKH aKTUBHO HCHOJB3YIOT IMOUCKOBBIE MAalIMHbI, MOIb3YIOTCS
JJIEKTPOHHON TMOYTOMH, CIY)k0aMH MTHOBEHHOTO OOMEHa COOOIICHUSMH, CKAuWBAIOT MY3BIKY U
¢buabMbl. ManpuvkaM B 3TOM Bo3pacTe OoJjbllieé IO HpaBy CMETaThb BCE OrPAHUYEHUS, OHU
KOKIYT Tpyooro 1oMopa, a3apTHBIX WUTP, KAPTUHOK «IJIsl B3POCIBIX». JIeBOUKH MPEANOYUTAIOT
oOmiaThcsi B 4YaTax, INPU OSTOM OHH Tropa3fqo Oojiee YYBCTBUTEIBHBI K CEKCyaJbHBIM
noMmorarenscTBaM B MHTepHeTe.

3ayacTyro B JAHHOM BO3pacTe POAUTENSIM YK€ BEChbMa CJIOXKHO KOHTPOJIUPOBATH CBOMX
neTei, Tak kak 00 MIHTepHeTe OHU yKe 3HAIOT 3HAUYUTETHLHO OOJIbIIIe CBOMX poauTeneii. Tem He
MeHee, He OTITyCKalTe NeTeil B «cBoOonHOe TuaBaHue» 1o MurtepHery. CrapaiiTech akTHBHO
y4acTBOBaTh B 00IeHnn pebeHka B UHTepHere.

Baxxno mo-mpexHemMy cTporo coOmromate mpaBuia MHTepHer-OezomacHocTH -
COrIaliCHUC MCXKAY POAUTCIAMU W OCTbMHU. KpOMC TOro, HCO6XOI[I/IMO KaKk MOXKHO 4Yaliec
POCMAaTPUBATh OTYETHI O AeATeNbHOCTH Aereil B MHTepHeTe. ChemyeT oOpaTUTh BHUMaHHE Ha
HEO0OXOJIMMOCTb COJIEPKAaHUSI POJUTENIbCKUX Mapojeil (maposied afiMUHUCTPATOPOB) B CTPOIOM
CEeKpeTe U 00paTUTh BHUMaHHE Ha CTPOTOCTh 3TUX IapoJIeH.

CoBeTbl 0 0€30MMaCHOCTH B 3TOM Bo3pacTe oT 13 mo 17 et

1. Co3paiite cnucok JAOMalIHUX NpaBUi mocemieHus WHTepHeTa mnpu  ydacTuH
MOJPOCTKOB M TpeOyiiTe 6e3ycioBHOro ero BbIModHEHUs. OOroBopute ¢ peOEHKOM
CIMCOK 3allpeIllEHHbIX CaWTOB («YEpHBIN CHUCOK»), 4achl paboTel B MHTepHere,
PYKOBOJCTBO 1O 001IeHuI0 B MIHTepHEeTe (B TOM YHCIIE B YaTax).

2. KowmmbproTep ¢ momkiroueHHeM K ceTH VHTepHeT HOKeH HaXOIUThCs B OOIIe
KOMHare.

3. He 3a0bBaiiTe GecenoBath ¢ AeTbMu 00 WX Npy3bsix B MHTEpHETE, O TOM, YeM OHH
3aHATBl TaKUM o0Opa3oM, OyATO peub HIET O JpY3bsX B pEAIbHOW >KHU3HH.
CropamvBaiite 0 JIOASX, C KOTOPBIMH JE€TH OOILAIOTCA MOCPEACTBOM CIIYKO
MI'HOBEHHOT'O OOMEHA COOOIIEHUSIMH, YTOOBI YOSUTHCS, YTO ITH JIFOAU UM 3HAKOMBI.

4. Vcnonw3yiite cpencTBa OJIOKUPOBAHMS HEXKENATEILHOIO KOHTEHTA KakK JAOMOJIHEHUE K
CTaHIapTHOMY PoauTenbckoMy KOHTPOJIIO.

5. Heobxomumo 3HaTh, KakuMH YaTamMu moib3yioTcss Bamm peru. ITloompsiite
UCIOJIb30BaHUE MOJEPUPYEMBIX YaTOB M HACTaWBalTe, YTOOBI JAETU HE OOILAIHUCH B
IIPUBATHOM PEKUME.

6. HacrauBaiite Ha TOM, 4TOOBI €T HMKOI/IA HE BCTPEUYAIUCH JMYHO C IPY3bSIMHU U3
cetu MHTEpHET.

7. Ilpuyunte pereil He BBAABATH CBOKO JIMYHYIO HH(POPMALHUIO CpeICTBAMU
IEKTPOHHOM TMOYThI, 4YaTOB, CHCTEM MIHOBEHHOIr0 OOMEHa COOOIIECHUSIMH,
PETrUCTPAIOHHBIX (DOpM, JUYHBIX HpOoHICH M MPH PETUCTPAllMM HA KOHKYPCHI B
HNurtepuere.

8. Ilpuyuute neteil He 3arpyxkaTh nporpammsl 0e3 Bamiero paspemenusi. O0bscHUTE
UM, YTO OHU MOTYT CIy4YallHO 3arpy3uTb BHUPYCHl WM JIPYroe HEKeJIaTebHOEe
porpaMMHOe oOecrieueHue.

9. Ilpuyunte Bamero pebGenka cooOmarh BaM O JIOOBIX yrpo3ax WM TpeBOrax,
cBsi3aHHBIX ¢ MHTepHeTOoM. HamomuuTe neTsim, 4To OHU B O€30MaCHOCTH, €CJIM CaMHu
pacckasajii BaM, O CBOMX yrposax win TpeBorax. IloxBaiuTe umx M mocoseryiite
MIOJIOWTH e11le pa3 B MOJAOOHBIX CITydasX.
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10. Pacckaxxute nersaMm o mopHorpadpuu B HHTepHere. [lomMorute MM 3aliMTUTBCA OT
cnama. Hayunre mnoapocTkoB He BbaBaTh B VIHTEpHETE CBOEro pPeabHOIO
AJIEKTPOHHOI'O aJpeca, HE OTBEYaTb HAa HEXKEJATENIbHbIE IHCbMAa M HCIIOJIB30BATH
CIeLMalIbHbIe IOYTOBbIE (DMIIBTPBI.

11. IlpuyuuTte cedst 3HAKOMUTHCA C CAlTaMH, KOTOpPbIE MOCEIAI0T MOIPOCTKH.

12. Hayuwnte neteil yBakaTh IpYTHX B HHTEpHETE. Y O0eIUTECh, UTO OHU 3HAIOT O TOM, YTO
IIpaBHJIa XOPOUIETO MOBEAEHUS IEUCTBYIOT BE3JE — AAXKE B BUPTYaJIbHOM MHUPE.

13. O0bscHuTe AETSAM, YTO HU B KOEM CiIydae HeIb3sl ucnonb3oBath CeTb uis
XYJIMTaHCTBA, PACIPOCTPAHEHNUS CIUIETEH WIN YTPO3 IPYIUM JIIOSM.

14. O6cyauTe ¢ MOAPOCTKAMH MPOOJIEMBI CETEBBIX a3apTHBIX UTP M MX BO3MOXKHBIN PHCK.
HanomHuTte, 4TO 16T HE MOTYT UIpaTh B 3TU UTPbI COTJIACHO 3aKOHY.

[TocTosiHHO KOHTpONMPYHTE HcHojib3oBaHue MHrtepHera Bammm pebenkom! OTo He

HapyIIEHHE €ro JMYHOTO MPOCTPAHCTBA, a Mepa MPEJOCTOPOKHOCTH M TpOsiBJIcHHE Barei
POIUTENHCKOM OTBETCTBEHHOCTH U 3a00THI.
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